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Basics

Vulnerability Assessment — Base Metric, Temporal
Metric and Environment Metric.

Vulnerability Scan
Penetration Testing
Security

Safety

Risk
Risk Assessment
Risk Management
Fault Tolerance
Resilience




Introduction

ISA 99/IEC62443 states risk assessment and management
for a complete ICS.

— Functional safety - functional safety is aimed at protecting and
monitoring devices from accidental failures or failings in order
to achieve or maintain a safe state of the process.

— Physical safety - by hazards including explosions, fires, floods,
chemical spills, biochemical spills and releases, potential crashes
of vehicles etc.

— Cybersecurity - to protect the cyber environment of the
authorised users or organisation, including networks, devices, all
software, processes, information in storage or transit etc.



Priorities

High Availability Confidentiality
Medium Integrity Integrity

Low Confidentiality Availability
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Metric

 Access Vector — Remote, Adjacent, Local-
Physical, Local-Cyber.

 Required Knowledge/Skills — High, Average,
None.

* External Factors — Required (Opportunity) and
None.



Impact

Confidentiality
Availability
Integrity
Economic Effect
Public Effect

Environment Effect



Risk Assessment Focus

|dentification of assets.
Analysis of vulnerabilities.
Evaluation and measurement of possible damages.

CPS Risk Management Solutions
— Asset Inventory.

— Risk Assessment.

— Security Gaps.

— Compliance.

— Collaboration (IT-1oT-OT).



Risk Assessment Methods

* Qualitative assessment relies heavily on
expert experience.

e Quantitative assessment can calculate the
exact risk value of the system.
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Failure modes and effects analysis

e A structured and team-based method for system safety
analysis to recognise, evaluate, and score potential
failures and their effects.

* Failure mode refers to the way in which something
might fail, effect analysis is used to score the severity
of various failure modes.

 The term risk priority number (RPN) is a part of FMEA
guantitative analysis; it is the product of the severity,
probability of occurrence, and detection probability.
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Hazard and Operability Methodology

* |tis a process hazard analysis (PHA) technique

— used worldwide for studying not only the hazards of a
system

— but also its operability problems, by exploring the
effects of any deviation from design conditions.

* This analysis technique can identify

— how a process deviates from its design intent and
enters a fault or error state

— by identifying possible hazards and potential
operational problems in facilities
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Model-based Engineering

* First, the procedure considers the system safety
to determine a set of expected properties.

* Extracts properties of the physical environment,
computing units and the cyber-physical
Interactions.

* Finally, analyses on the abstract model to
evaluate the expected properties and verify
safety requirements.



System Theoretic Process Analysis

System Theoretic Process Analysis (STPA) has been developed by Nancy Leveson
(2004) to identify unsafe control actions and hazardous states that may lead to
system losses/accidents and generating detailed safety requirements to prevent
the occurrence of the identified hazardous scenarios.

STPA is a top-down process addressing system components interactions and
hazards such as design errors, software, or component interaction failures.

STPA can find more component interaction, software, and human hazards than
traditional methods.

An existing model, focuses particular attention on the role of constraints in safety
management.

Instead of defining safety in terms of preventing component failure events, it is
defined as a continuous control task to impose the constraints necessary to limit
system behavior to safe changes and adaptations.



States

e Safe Failure
* Dangerous Failure

 No effect Failure



Security risk assessment in CPS

* Security risk assessment and management
becomes a more and more important issue in
CPS.

* When CPS are hacked by unauthorised users or
under other malicious attacks, it could lead to the
disclosure of important data and trigger a series
of other major security issues.

e Security issue should be treated as important as
safety issue in CPS.



Integration of safety and security risk
assessment in CPS

Safety and security share identical goals, which are protecting CPS from failing.
Has mutual reinforcements (support each other), conditional dependencies.

Weakening safety could enable malicious attackers and cause serious security
incidents.

On the other hand, the vulnerability in the CPS security protection could disable
the system functions and lead to a degraded process performance, or even a
disaster in the operations.

If safety and security can work well together, there will be a solid foundation for
Robust CPS.

Safety and security issues are increasingly converging on CPS, leading to new
situations in which these two closely interdependent issues should now be
considered together, rather than separately or in sequence.



Resiliency

* In case the compromise happened due to a
cyber-attack.

* |t is the ability to come back to the required state
of  functionality/ performance from a
compromised state of functionality.

* How fast or slow you will recover to the desired
state.
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Prioritize based on Risk to ensure Availability

Web Servers

Firewall

Proxy

Leased Line 1

Leased Line 2

UPS Server Room
Generator

Main Power Supply
Outside facing Router 1
Outside facing Router 2
Integrating Router
Distribution Switch

End Device (Computer, Laptop)
LDAP

Internal OFC from Server Room

CAT 6 Cable connecting Individual
Machine

Individual Building L3 Switches
Layer 2 switches

Network Monitoring Device
AVIR

Access Point
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UPS Individual Building

Solar Plant

Light

AC

Fan

Telephone Line

Projector

DMZ escape

Subscription — Email

Subscription — Webex

Power Supply to Individual Building
Individual building Network Wiring
Wireless Controller

Audio System
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