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Introduction

• It is a digital representation of a physical object, person, or
process, contextualized in a digital version of its environment.

• It helps an organization to simulate the real situations and
their outcomes for better decision making.



Use

• Optimization
• Identify Flaws
• Improve Quality
• Real-time Adjustment
• Testing and Training Platforms



Stages of Building 

• Create a blueprint.
• Build the base digital twin. 
• Boost capabilities.

The concept of digital twins was first put forward by David Gelernter’s 1991 book ‘Mirror Worlds,’ with Michael Grieves of the Florida Institute of
Technology going on to apply the concept to manufacturing.

By 2002, Grieves had moved to the University of Michigan when he formally introduced the digital twin concept at a Society of Manufacturing Engineers
conference in Troy, Michigan.



Design Digital Twin

• Data
• Model
• Linking



Security Considerations

• Intrusion Detections
• Allow security analysts to identify unused network services by first recording the network traffic while simulating plant operation and then mapping the

captured traffic flows to the specified services.

• Attack Response Mechanisms
– Proactive
– Reactive

• Hardware and Software Misconfiguration



Life Cycle

• 30 or More years for Industrial Control System.
• Secure Decommissioning [including the digital twins].
• Security and Legal Compliance



Digital Twin Vs Simulation

https://digitaltwininsider.com/2024/06/05/digital-twin-vs-simulation-understand-the-key-differences/


