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Issues

* |t has no security features.

* |s vulnerable to all kinds of attacks — Many are
inconceivable when CAN was created in 1986.



Accessing CAN

e Attack surface
— Physical access to the wiring.

— Splicing in a device (used today to override emissions
controls in trucks) through subverting wireless access
points (not just Bluetooth or WiFi but also sensors
for TPMS)

* |mpact

— Hijack a device connected to CAN (most commonly a
car’s infotainment system but ECUs and other
control systems can be hijacked too).



Types of Attack

* Confidentiality [Less required].
* Integrity
* Availability



Attacks

Janus attack

-rame spoofing (simple, timed and Error
Passive variants)

Error attack
Double Receive attack
Freeze Doom Loop attack



Attacks

e The Double Receive Attack. This is where a
transmitter’s CAN controller is made to re-send a frame
so that other CAN controllers receive it multiple times.

* The Freeze Doom Loop Attack. This is where the CAN
bus can be silently frozen after a frame is sent, and
held in that state for an arbitrary time by the attacker.

 The Janus Frame Attack. This is where bit glitching is
used to attack the very lowest parts of the CAN

protocol to send a single frame with different contents
to different receivers.



Solutions

Segmentation
Encryption
Authentication

Intrusion Detection System



CAN-HG

* The CAN-HG protocol augments existing CAN
with Higher speed data and provides bus
Guarding support to stop spoofing and denial-
of-service attacks.

* The CAN-HG header tags a frame with details
of where it came from. An Intrusion Detection
Prevention System (IDPS) uses this to instantly
spot a spoofed frame.
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Figure 7: The central security node with CAN-HG IDS hardware
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Figure 8: An example system of a central security node
protecting a CAN bus of four other nodes

Source: Dr. Ken Tindell, CTO Canis Automotive Labs, CAN-HG overview
Augmenting Classic CAN for Performance and Security



Anatomy of a CAN-HG frame embedded
inside a classic CAN frame

I 8 byte classic CAN frame >
é ID OLC DATA (00 00 00 00 00 0000 00) CAC é EOF | IFS
HEADER CONTROL TIMESTAMP PAYLOADO . *_PAYLOADn CRC
ADDR CRC OLC
P | iy | (15t Rosned | oty
« CAN-HG body E

Source: Dr. Ken Tindell, CTO Canis Automotive Labs, CAN-HG overview
Augmenting Classic CAN for Performance and Security



Intrusion Detection and Prevention System

* Before the frame accepted by a CAN node, the IDPS alerts
in case of spoofing.

* |IDPS runs (typically in an interrupt handler) and examines
the CAN ID of the partially received frame and the CAN-HG
header.

— If the source address in the header does not match the

expected source address of the CAN ID, then the IDS software
determines this frame is a spoof.

* The IDPS software destroys the frame by instructing the
CAN-HG IDS hardware to raise an error (i.e. transmit an
error flag of 6 dominant bits) to destroy the CAN frame.

Each bit sent in 2 microseconds, the CAN-HG will alert the user before complete delivery of
packets



CAN-HG

* |Integrity — Bus Guardian: Fast Bits encoding
Address and CRC

* Availability — Bus Guardian: The central IDPS can
broadcast a ‘cease’ command on CAN that causes
the Bus Guardian to block the attacking host CAN
controller’s signals until further notice.

* Confidentiality — Not addressed
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