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* Internet of Things — Basic concepts, Examples

* History , Progression

* Basic Idea of the IoT Ecosystem
* [oT Architecture

* Why IoT Now?

e Summary of the course content
« Module 1 : Enabling Technologies — Sensing, Processing, Communication
« Module 2 : Communication Technologies
« Module 3 : Cloud Computing for loT
« Module 4 : Data Analytics for loT
« Module 5 : Advanced Topics — Fog and Edge Computing, loT security

* Challenges and Research Directions
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Internet of Things

Internet of things

From Wikipedia, the free encyclopedia

The Internet of things (loT) describes the network of physical objects—*things”—that are embedded with sensors, software, and other technologies for the purpose of connecting and exchanging
data with other devices and systems over the Internet.[1[2][3]14]

Things have evolved due to the convergence of multiple technologies, real-time analytics, machine learning, commaodity sensors, and embedded sysiems.[” Traditional fields of embedded systems,
wireless sensor networks, control systems, automation (including home and building automation), and others all contribute to enabling the Internet of things. In the consumer market, loT technology
is most synonymous with products pertaining to the concept of the "smart home", including devices and appliances (such as lighting fixtures, thermostats, home security systems and cameras, and
other home appliances) that support one or more common ecosystems, and can be controlled via devices associated with that ecosystem, such as smartphones and smart speakers. loT can also

be used in healthcare systems.[]
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Figure source : Iman Khajenisiri et.al., A Review of Internet of Things Solution for Intelligent Energy Control in Buildings for Smart
City Applications, Energy Procedia, Volume 111, 2017
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Internet of Things : Applications
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https://www.youtube.com/watch?v=ZTM9GA-4nBA

Internet of Things Applications
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Internet of Things Applications : Smart Grid
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https://www.youtube.com/watch?v=63vZMJBxwr0

Internet of Things Applications : Healthcare
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Internet of Things Applications : Industry 4.0
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Internet of Things Applications : Agriculture
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https://www.youtube.com/watch?v=0WR4BeFcLks

Internet of Things Applications : Smart City

[oT Applications for Smart Cities
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Source : Internet of Things is a revolutionary approach for future technology enhancement:
a review, Sachin Kumar et al., Journal of Big Data, Springer, 2019
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Internet of Things Applications :

Smart Street Lights
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Smart Street Lights Project — Systems Lab IlITA

Systems Lab IIITA aims at providing IoT based smart city infrastructure in the form of
smart street lighting appending the Street Light National Program initiated by Gol in 2015
with the aim to promote energy efficiency in the country.

Objectives :

1. Energy Saving : Intelligent Lighting System which uses smart LEDs offering varying degrees of
illumination based on surrounding environment ( surrounding light intensity, pedestrians, vehicles,
weather conditions)

2. Easy and prompt maintenance with reduced manual labour , periodic status checks of each light
and automatic notification in case of fault

3. Novel, generic and scalable solution that can be implemented with any smart LED light

4. Additional services such as housing WLAN access points to deliver internet services selectively for
educational content, data source for data analysis of street light consumption

Internet of Things
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Internet of Things Applications

Source : Introduction to the Internet of Things, Marco Zennaro, Telecommunications/ICT4D
Lab, The Abdus Salam International Centre for Theoretical Physics, Trieste, Italy
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Internet of Things Applications : Review

Top 10 loT Application areas 2020

Global share of Enterprise loT projects’ Trend?2
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Internet of Things : Connectivity of Devices

Tomorrow: Internet of Things

Source : Introduction to the Internet of Things, Marco Zennaro, Telecommunications/ICT4D
Lab, The Abdus Salam International Centre for Theoretical Physics, Trieste, Italy

< Internet of Things m
2 Instructor : Dr. Bibhas Ghoshal




History of Internet of Things

First IoT Device : RFID (1940-1950), Major efforts in development for Tracking and identifying
aircrafts in World War II ( Friends or Foe )
1960 : RFID was used for monitoring nuclear and other hazardous materials, RFID companies founded
1973 : Mario W. Cadullo received the first US Patent for an active RFID tag
1980 : RFID research started, marks the beginning of transforming RFID into more widespread technology
1990 : First UHF Reader invented, RFID usage expanded to shipments, Walmart introduces their RFID program

RFID RFID
Database Reader Antenna (TAG)

G

Source: Internet
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History of Internet of Things

“Machine to Machine” (M2M) Internet of Things Beginnings
(~1970s +)

Carnegie Mellon Internet
Coke Machine (1982, 1990)

1 xcottee | | ]
' ‘ Internet Toaster
Trojan Room Coffee (1990)
Pot
(first webcam)
(1991)

Source : Introduction to the Internet of Things, Marco Zennaro, Telecommunications/ICT4D
Lab, The Abdus Salam International Centre for Theoretical Physics, Trieste, Italy
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History of Internet of Things : Progression

Progression in 1980’s : Cloud and Server Space ( Data moved to centralized server )

Progression in 1990°s : Machine to Machine interaction
1995 : First cellular module built, First GPS network ( version 1) complete
1998 : IPv6 adds 27128 new |IP addresses
1999 : Kevin Ashton of MIT coins a new term |oT

Progression in 2000-2010 : Fog oriented architectures ( Central Server to Regional Server located closer to Data
Server subnetwork )
2000 : LG announces first smart fridge
2007 : First iPhone released
2008 : First International Conference on loT held
2009 : Google started testing self driving cars

Progression in 2010-onwards : High Processing power and Edge computing

2013 : Google glass is released

2014 : Amazon releases Echo ( smart home market opens)
2015 : GM, Uber, Tesla are testing self driving cars

2017- . loT continues to grow,
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loT — Basic ldea

How loT works ?

INTERNET

AC

Sensors End Device
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loT Ecosystem

Entities or individuals
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The Four Layered IoT Architecture
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* Improved VLSI Technology — Miniaturization, MEMS Technology for Sensing

* Widespread Adoption of Intellectual Properties

* Computing Economics - Availability of System-on-Chips

* Data Analytics — Descriptive, Diagnostic, Predictive, Prescriptive

* Fast connectivity

* Rise of Cloud Computing — Provides scalability to the Big Data

generated by IoT Devices

Internet of Things
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loT Startup Landscape 2021

Your Global loT Market Research Partner

0%83 IOT ANALYTICS

loT Startup Landscape 2021 - 1,200+ companies

N oT Software P N loT Hardware P

+HUM e
Inflet  inFoaRiD -

Qe e T B MOICE ol CED o @ W o 5= A 0 it 274 e §Vouldo (ETTIEEDY
@rere NH ) wos st . s e

&

® Data & Analytics @ Complete Device 2

£ o - - - TR Dordwiored S 5UH origid A.fh ok Attyx ARG st *m’::::‘_a:ua_m;:i ooz E

«f BEE EAVRIOS o ®”oan v Al MO0 " o B . =

Ablelold  Masww  des  OFRE @AW M Moo, AYOMAHON  AGROVIEW =

AFwOUs O AGROLABS Moo et i g A e @ 2 BIOTRAG =

BLU T WRH Dy P B P P M I:Im:ksharkal doveisn o oT] Eaune 1 + HAE HAIO0H, P o

o C CIVIQ ==t B== ¥ Lontmr G Limieh 3 # Hnckads g 5

arten naytiss T S CIELD W@ b ooeiat of  CONZSI0N - i CORRUK s B o i .,-l. wocmenmm%-o B om0 L, iy € =

et CF Cronn dfoome oo o g @ Boras BEes DABBEL Dnmbmﬂ L] v -(.—m. GLIAED\DN LR s nmaow.mmu&—»—ﬁw.— @ronda =

DERIVE 0200510010 QOMOlZ (e . I - k = 4 B s . i (e HOCE COMPOM Yoo D01 gl (ELEN Pigariiidy PO g

Aimera T [ A ey Wl Hurn Elmaany pri-pipicke gt FHAGLOVE R —r s © QUBE -te F0 P42 ehinen ] 55 1) roomenitr 5T =
- Frexche = o mR o o 8 e SCLAK L it S s ] -

e pa . 5 st kpdeon UNINITIC Fismane Kovos Pamam Sisasrs = onie 1 B Lectio bk e ede,-.._-'-—- Mwm““wu m‘ . %

.._‘g....a L pase fJY = ML, 2 25 Moees MeasUNENCE Bimnncns VARANTE W 2 M (e o

= [

]

=]

3

@

]

[

o

s1afe| syoels ASojouyday o] ay) jo eale auo jsea|

18 U0 pasnaoy uonn|os e o ued apinoad pue sTuiyl Jo 1aulalul ayl Joy suonnos Buipjing uo snoy ‘g107 Aenuer
13Yye 1O Ul Papunoy aq 1snw Aay) aseqelep sdnuels 10| SINAJBUY [0] Ul PapN|aUl ag 0] saluedwod Jo4 (930N

ad | Sl = panast WPROXXI = Porkeoge | ——eDev board / kit Other
o Rarsasn o ke + PUIS Bt Tmstin Oummnn acrosotic aconno” | | % EE*barbara | | amber bucchio @
“ . RATAGEONS L & A e SURAN SHYSENS IR Do Jwow § s +10P o
b oo ok D ouEin 5 SENSEE © semoyrenF =53 himiomin V= e s “,f’_f"';t")}'__";'_“'_:_r e @ Yermn
o JrIpT— e @SIXIS  smanACeom L2 €3 SmaetRent v ) ;
£, montansy i g a ﬂm-umu- 'SMARTEX a1 Snaptoty @~ D95 e Spuens [ stack’ (et [ Dowien PFRYEOT $Dﬂﬂﬁ:¥¥
. y L T — ] e F EREAGE € TREKDC 0 D P R .
e o e VEIRUNBL-- ot | | @ vososensruue g— f SENSORD X
\Wohae10 TS e st WS 2 B b e A i s ¢ Yallvesd Thear CRYPTO4A hngaeldge. () 2yRIDIE

SENSEWAre o=

Bk B0 VAAA Hreen Yam 4
waylay oo i

2 S Unoarth & -UFTAK“)”'-‘",TI’J\NYIU
w003 (D renodn @ wavlay

wivity™ @uv-.-- QUBISCALE = ¥er* VBgHD e iy, (e

e hnlen iy S

BLUOS SB "BANSNEYXD 2Q O WILD 10U S30P 11 Janamoy ‘adeaspue| 2iua ayl ainded o] Loy 15aq e sjuasaidal

g
f

! 3
o . TN T Nlewen 1 L loT Connectlwty l U loT Service W | 3
: f— b= ¥ vimo ol So-we  m—=-  TIMEZWALL qm,, T Connectivity Gateway/Hub = |oT Dovel And System Integ) Services +—— %-
TERG R @ ATowuam sience @ @ THNGTRAX A~=s (== E2 o - .0 = B . G ARD O, o ity £ [EEEEIERRY s A ’ ™ [ET “
TENNDIR® e g e 2, @ . SR HTAS . thinge @ ucw moustmics d’) {muu :.,’:T, :r -A:-;er = Eoh _::juag_mie_-.',e-- inm F B ::a': e ; !ﬂﬂ"':l:m t
s G W @ ¥ VTG Woo O . Y. VEIRUM G s o SR 25 oo D o S W KO a8 G {hmmo oo e DEPRYELAIS v & JCTAA Wbcren 5
o - - ."m-t.;n -q;...- . “:. Te—W i SO o el WO SV ECOG ety ¢ i Espeper sngldeck EIFLEXWAVE Ow- . =]
¥ Flastime Eroes fogger 22, D Cotware L Growion 1 - e Hork? ) = « Hoop mm e weens [Daske ket E
@ ioT Platform @ 8 IoT Security @ # Database @ Bl { Baisss werinins womes Joon 117 LfCUS\fIEW; ?“—&-—EEHINE :l:\b??:ma rnotu 5
N3 i e ATESN Qo O M, ML O s BBiilabs M) 5 & o e At EQuantic (EKOEES 2
ARDEXA smonamic 4 A0 GO B EOIS - 1 @ e EEETIN] 5 sammt SPARKMATE = o s stack i
AioglLZ.: «cYpoMEsm | | Cloud/ Backend 1[SUCOS0 oo X 7 TOGM TELEGLATY ©11C ; =
ore b S —— A Qg Sr1am § 5 SENSES ICATCWNE Sane CETH - € ves IR vow NDUSTRIES © - &
S “*'”‘":;ﬂﬂ"ff 4 ttit ZIFIREDOME oo S “CRATE.I0 & Lotk Y 1 s s § $ATTATION tosis ‘D NEET ER - g
Y edn i nov | ad i Foron hekd T e 3 .-‘-—'- e THIRGECT th 3
- ",;“:-r:..:"m*"--::;m o | [l T S | [ R =TT R TOTOM o 3
iotcamms, e i - s A 5 o e =4
homs IoTechs wo ven voe e ol Gwmnn | | 5 (XD IR0 OFF orme, SO0 S | 0hpewe . Hark e W Sk o aca Aty atiux Qi: AZONIZE B s Qo 2
¢ Bumueos flme I ;;‘:;;,“;::‘z‘.:. i s v 93 10t @) BENRTECH tesrvn €ommiss o i Xcrosser v dizmzs: sngidesk - 2
§ loTex [ —— Gooerant (@ 5 = === HKETIFY OB JCOXTER %.

. 5 i ] michimechat & an
Grenmro i HI0TUM € g am K [ UNKLASS 4 4= w- o .Mmcums HALG Bouitade fuces g
OGS TmﬂlrlE 1 omnio Qorbiwise #,.. .stack’ talkin'things thinyira PirgThin R TN deess =
e Z
5

Source: 10T Analytics Research 2021, 0T Startups Report and Database 2021

Internet of Things
2 Instructor : Dr. Bibhas Ghoshal




What do we learn iIn this course ?

Course Outline

Module 1 :

1. IoT Fundamentals - Architecture, Elements of IoT — Sensors, Actuators, Processing Elements,
Communication modules, cloud based infrastructure

2. 10T Enabling Technologies and APIs

3. IoT Design Principles ( Hands-on sessions using different IoT Platforms )

Module 2 :

1. Communications used in IoT — Device-Device, Device — Gateway, Device — Cloud, Back-end sharing model
2. IoT Communication Protocols —

Link Layer : Ethernet (802.3), Wifi(802.11), Wimax(802.16), LR-PAN(802.15.4), 2G/3G/4G

Network Layer : IPv4, IPv6, 6LoWPAN

Transport : TCP, UDP

Application : HTTP, CoAP, MQTT, XMPP

3. Tutorial sessions on different application layer protocols —- MQTT, CoAP

I~ Internet of Things
. Instructor : Dr. Bibhas Ghoshal
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What do we learn iIn this course ?

Course Outline

Module 3:

1. Distributed Computing , Virtualization, Cloud Computing — Basic Idea, Service models — Infrastructure as a Service
(I-a-a-S), Platform-as-a Service (P-a-a-S), Application/Software as a Service (S-a-a-S), Software Components, APIs,
Role of Cloud in [oT

2. Software Defined Networking (SDN )
3. Social Internet of Things (SIoT) — Lysis Platform
4. Hands on session on different cloud platforms for [oT — ThinkSpeak, Google Cloud

Module 4:

1. IoT Application Development — Solution Framework for Implementation of Data Acquisition, Device Integration
and Data Storage

2. Data Analytics for IoT — Summary of different Machine learning and Deep Learning models,
3. Apache Hadoop, Map-Reduce, Apache Spark

4. Tutorial sessions on Hadoop and Map-Reduce

< Internet of Things m
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What do we learn iIn this course ?

Course Outline

Module 5 :

1. Fault Tolerant in IoT based Systems

2. IoT Security

3. Challenges in Design of IoT Based Systems
4. Research problems related to [oT

Resources :

1. Pethuru Raj and Anupama C. Raman (CRC Press) , The Internet of Things : Enabling Technologies, Platforms and Use Cases
2. Arshdeep Bagha and Vijay Madisetti Internet of Things : A Hands-on Approach

3. IEEE Internet of Things Journal

4. IEEE Transactions on Mobile Computing

Web : http://profile.iiita.ac.in/bibhas.ghoshal
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Module 1 : Design of loT Based Systems

Logical design of an IoT system refers to an abstract representation of the entities and processes
without going into the low-level specifics of the implementation.

An IoT system comprises a number of functional blocks that provide the system the capabilities for
identification, sensing, actuation, communication and management.

Application

Services

Logical Design of loT

Source: Book website: http://www.internet-of-things-book.com
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Devices

Device is a piece of equipment with the capabilities of communication and optional capabilities of sensing, actuation,
data capture, data storage and data processing. The devices collect various kinds of information and provide it to
the information and communication networks for further processing.

Some devices also execute operations based on information received from the information and communication
networks.

An IoT device may consist of several interfaces for connections to other devices,both wired and wireless. I/O interfaces for
Sensors,

Interfaces for internet connectivity, Memory and storage interfaces, Audio/video interfaces

Connectivity Processor Audio/Video 1/0 Interfaces
Interfaces (for sensors,
USB Host CPU HDMI actuators, etc.)
RJ45/Ethernet 3.5mm audio UART
P — RCA video
RANDM 1 SPI
The Internet Memory Interfaces Graphics Storage Interfaces e
of Things \/ NAND/NOR S £
M2M ’ MMC CAN
’ DDR1/DDR2/DDR3
. ~ SDIO
\\\—_//,/
Source: ITU-T Y.2060 Source: Book website: http://www.internet-of-things-book.com
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Enabling Technologies

Sensors and Actuators ( Usage and Calibration)

Sensors Actuators
e r’J
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3 Fim| BLDC Motor Smart Servo motors Harmonic drives Linear electric actuator
Sensor Control center Actuator
we ,) on) g\., =] I i
—> —> oog| —> -
[-] =
== QNG
Soil moisture Sends Control center Water pump .
sensor detects detected value sends switched-off SOU rce: Internet
unwanted signal to the command to and halt to
water content control center water pump deliver water

loT Based Soil Watering System utilizing Sensors and Actuator
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Enabling Technologies

Microcontrollers

IoT Hardware Platforms

Microcontroller
e
cw Microprocessor

S, = o

2 Microcontroller
Raspberry Pi 3
Model B

Arduino Uno Raspberry Pi Dimensions
. 85.6mm x 56mm x 21mm
' m::,g'am\ \

Reset Buth
oM Tn/Rx LED Digital 1/ pins
Broadcom
BCM2837 64bit

10110!1

{ Wl

USE Jack [
uad Core CPU gy
ARDUINO Quag ore *‘_ i
1GB RAM ‘
P LED 3.5mm 4-po
s : 4—\_.Com§nusi PVideo
Bluahonth 4 1 . \
USB to Serial IC y N Output Jack
IC5P Header 3 @ L
16 MHz Crystal MicroSD = €SI Camera Port
Card Slot ’
Reseftable Fuse \
Full Size HDMI
Atmel Atmega328 Micro USB Power Input. Video gnpui
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ower source that can

DC Power Jack
andle up to 2.5 Amps

Source: Internet

3.3v Voltage Regulator Power Pins  Analog 1/O Pins
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Module 2 : Connectivity Technologies in loT

Key aspects when considering network connectivity:

Range - are you deploying to a single office floor or an entire city?

Data Rate - how much bandwidth do you require? How often does your data change?
Power - is your sensor running on mains or battery?

Frequency - have you considered channel blocking and signal interference?

Security - will your sensors be supporting mission critical applications?

WENGHTLESS
VIMAX
LICENSE-SREE SPECTRUM

DASH 7

POVWERLINE
ETHERMET
PRINTED

Wide Area Natwork

5 MAN

Metropolitan Area MNetwork -802 16

Local Area Network - B0Z. 11
5 CoAP XNFP HTTP SOCKETS REST AR PAN

Personal Area Network - 8021

Internet of Things
2 Instructor : Dr. Bibhas Ghoshal




Module 3 : Distributed and Cloud Computing

Traditional Computing Components:

All Components sit on the same computer

Distributed Computing :

Cloud Computing = Innovative Application of Distributed Computing

< Internet of Things M
2 Instructor : Dr. Bibhas Ghoshal




Cloud Computing : Virtualization

* Consists of self contained components

Hypervisor

[ Host OS or Bootstrap

[ @ / Hardware ‘ g-_l

Internet of Things
Instructor : Dr. Bibhas Ghoshal



Cloud Computing Service Model

* Delivers components as Services

* Pay-per-use model such as electricity, mobile network
* Software as a Service (SaaS)

* Platform as a Service (PaaS)

* Infrastructure as a Service (IaaS)

uuuuuu

I~ Internet of Things
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Cloud Computing for IoT

Cloud is an [oT enabler :

Huge amount of loT Data needs storage, retrieval and management ( sustained services)
Fast Analytics for Prediction and Critical Decision making

Benefits of Cloud in IoT :

Scalability ; Data Mobility; Time to Market; Security; Cost effectiveness

¢ PaaS
Y XML/HTTP ‘s
048,
«  Daabase - REST ful Web services:
*  Subscription

*  APls

*  Programming language & community coordination

*  Application server s Things connection and discove
o  Dawintelligence, and

#  Things Composition

MammothfPaaS client

-
=~ _CoAP POST

-

-

1

}

1

| =
Co.-‘\PGE'I‘:

1

I

*  Vinualization
*  Server/storage E Arduino-enabled Thines

Internet of Things
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loT Platform Implementation

[ Commercial Platform as a Service for the Internet of Things ] ~ DATA AGGREGATION
0 AND ANALYTICS
+ Supports hundds of platioms, milions of . LIThingSpeak R
gateways and billons of smart devices L] MAI LAB
+ Comprehensive and secure infrastructure ~ '7-}"
L A\ 6_' EIﬁI ﬁ
+ Online devalopment tools and dev cenler = b~ | |
.‘ | SMART CONNECTED DEVICES
+ Best of breed aporoach
o
' | ALGORITHM DEVELOPMENT
SENSOR ANALYTICS

Built on LogMeln's Gravity platform
connecting 255+ m devices for 55+ m Users

Source : www.thingspeak.com

I~ Internet of Things
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Social Internet of Things (SloT)

s ' sonnme:’ o { 2y consu ne'\“‘- “’_,x" .
ke St SETLR mmEe N e
L Squ L ﬁ Iil h lll g@'& ‘I @@"' 00 ol - [2le
oLll' Vihicle, asset, person & pet \g Energy consumplon o iy & Building ik Pl P :
monmﬂng&cmi{olllng surveillance management @ Giuamo: i 1 f P _E/’ @
\( ‘ ) G Evercay tings g g forsmatr I dconared Jgj\k ) %‘;’ 5
‘0“ 0 @ Mole Internet of things setcoves & Womaron caert g } ib, ER N é? =
‘m‘w . [:l o ! e “\Q‘% \Q—':a o smartphone/pe
kef 'c.kr ‘:_3.‘:;’5-_-- Lo E 1-r bllm ﬁ QH/’:\E s _:\\\ 1 “‘“'g \\‘_5// F-jk%-! Sergio’s car
ﬂ tw‘h @ {\‘ e m:ﬂ:ens:r 'z&u i' =2 ﬁ Tele-mﬁne&m \ -*f"\ 4 E \\\' ’/’ Igla:k::mk;s @
4 o _] L\k network Everyday things Smart homes & citles Teatican Wy égo . L Q___, N & honw
W'e) B s
[ TR
smartphone {n Rome ::;d M;;aii;r
Social Networks + Intelligent Objects = Social Relation of Objects

-Example 1 : A set of mobile phones in a geographical area provide data on the radio coverage to the new
visitor.

*Example 2 : PCs in the same local area establish relationship to solve common setting problem such as
installing drivers

*Example 3 : Cars of the same brand, make, year share data to overcome a common electrical problem

2 Internet of Things M
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Module 4 : IoT Application Development

Software Stack for IoT Architecture: Software stack for devices, gateway and
cloud

Java API Framework Google Services Things Support Library

Native C/C++ Libraries

Hardware Abstraction Layer (HAL)

Linux Kernel

Internet of Things
Instructor : Dr. Bibhas Ghoshal




Module 5 : Data Analytics for loT

" pe § ®
= ® Capture ;
= [niegraie Explore

* Store
A%Q % * Preprocess ﬂ'

Clean
* Map ;
* Transform SRRy
* Cleanse ﬂ
loT Infrastructure Share
Big Data Platform Big Data Analytics
Hadoop
[
HDFS
(Hadoop Distributed MapReduce
File System)
Takes care of storing and Process the data which is
managing the data in Hadoop present within HDFS

Cluster

I~ Internet of Things
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1. Fog Computing

,
y

1T
ALLAHABAD

[ 3 :I Gty et B

W

Cloud Sends Data
to the Fog Server
Fog Device “&gs"/
Takes s %
- Data From d More
Level Its Server Distance
LY LRI
B~ ="~
Ly Fog Ly Fog
Fog Stores the Recently used Data Only Fog Layer
User gets the Data through
the Nearest Fog Device Less
Distance
Edge Layer
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Module 5 : Advanced Topics

CLOUD

EDGE

Service delivery

2. Edge Computing S

Storage & caching

I~ Internet of Things
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Module 5 : Advanced Topics

3. IoT Security

Security Principles :

a. User / Devices
Secure Devices (Hardware) — Device Intelligence, Edge processing

b. Gateway and Connection
Secure Communication - Device initiated connection, Messaging control

c. Cloud and Applications
Secure Cloud — Identification, Authentication and Encryption

d. Secure Lifecycle Management
Remote control and updates of devices

I~ Internet of Things

Instructor : Dr. Bibhas Ghoshal

alur. s



[]
[ 3 ] e ] B

For any queries : bibhas.ghoshal@

=
Systems Lab

IIIT Allahabad

A Complex yet indispensable lab

1ita.ac.in

Web : profile.iiita.ac.in/bibhas.ghoshal
SYSTEMS LAB

Register yourself on Google Classroom

SaSTIoIal_Sst

Architecture & High Performance Computing

System Software & Optimizing Compiler

-~ oms  Current research: Machine Leaming based
fTECTURE  Fault-Tolerant and secured Network-on-
Chip Design

We oonduct research on all aspects of future processor technology

power, multi ing, chip-
security, programmablllty reliability, interaction with compilers and
software, interconnects and The impact of future technologies.

Current research: Learning Based Power
Aware compilation & Thermal Aware Scheduler
for Embedded Systems

With each new generation of devices, we expect higher performance, longer
battery life, increased reliability, and greater security. These Expectations are
met with the development of automatic tools that can analyse source code,
optimize it for a particular platform, and catch errors and other programming
flaws. These analyses and optimizations can be implemented as part of a
compiler.

Embedded System & loT
Current research: Smart Street Lighting
System (DIC Spoke Project - [T
Allahabad)

We bl.ll|d practical systems with focus on performance, low power

pation, security, or often just for fun - Do-It-Yourself
projects using Arduino & Raspberry Pi hardware. Our research projects
aim not only for good publications but to come up with real programs
impacting day to day software such as Firefox and Android.

Dlstnbuted & Data Intensive Systems

fjg( =3 ;; "~ CurrentResearch: Load Balanced
laa

£
“w = = Peer-to-Peer Network
/K‘ A

We research on hoplcs related to distributed data intensive systems with
strong emphasis on reliability, security, efficiency, and data management
issues such as data mining and data analysis. We plan to work on
projects including networked embedded sensors, P2Pvideo streaming,
middleware for large-scale stream processing, opportunistic networking,

virtualization technologies.

Security & Fault Tolerance

Current Research: Exploring Row hammer
& attacks on Embedded
Systems; Self Healing Embedded Systems

Computer security deals with techniques to keep computers secure from
attacks. Our research fault and puter security
concems at various components of the computer system, such as at the
processor micro-architecture level, memory system Architectural level, and at
system software level.

VLSI Design & Testing

a— Current research : Efficient Test Pattern

Generation for Low Power Dissipation
During test

We at the Systems lab equlpped with stahe—cf-arl tools frorn leading EDA
( Electronic Design Al ) on imp! t of
design quality and reduction of de5|gn and test time of VLS circuits.

Team Members

COLI.ABORATION

WG, Sponsored Project
; ( 7 % POWER AWARE COMPILER FOR EMBEDDED PROCESSOR
i 5 (SPONSORED BY :MHRD ,Gowt. of India)
i ; Under : IMPRINT INDIA Program
IM ﬁﬁl NT P!I: Dr. Bibhas Ghoshal

Faculty: Dr. Bibhas Ghoshal, Dr. Jagpreet Singh
Research Scholar: Rakesh Kumar, Akash
Sachan, Ankur Gogoi, Pravin Srivastva,
Anandpreet Kaur, Akash Kumar

\gw iuﬁ \A‘#] ,

SUPPORT  TEAMWOLK COMMUNICAIDN  TAIST  WOTWATON  WSPRATIN LSS

Prof. | . SENGUPTA(IITKharagpur)
Prof. J. JOSE (IIT Guwahati)
Prof. Y.N. Srikant (/ISc Bangalore)

Internet of Things
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