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HTTP for IoT
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Constrained Application Protocol ( CoAP ) 

A specialized web transfer protocol for use with constrained nodes and 
constrained networks in Internet of Things
● CoRE , IETF group

● Uses both request/response and publish/subscribe model

● Proposed Standard :  RFC 7252

● Lightweight fast HTTP 

● Designed for manipulation of simple resources on constrained node networks

● CoAP is designed to use low power sensors to use RESTful services while meeting 
power constraints.
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CoAP

● Built over UDP, instead of TCP ( commonly used with 
HTTP) and has lightweight mechanism to provide 
reliability

● CoAP Architecture has two sublayers : 
● Messaging – reliability and duplication of messages

● Request/Response – communication

● CoAP Messaging Modes : 
● Confirmable

● Non-confirmable

● Piggyback

● Separate
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CoAP Architecture
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Device to Device Using CoAP
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CoAP Message Types

● Confirmable and non-confirmable modes represent 
reliable and unreliable transmissions

● Other modes are used for request/response
● Piggyback is used for client/server direct 

communication where server sends its response directly 
after receiving message i.e. within acknowledgement 
message

● Separate mode is used when server response comes in 
a message other than acknowledgement

● CoAP uses GET, POST, PUT and DELETE messages
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CoAP Request Response
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CoAP Request Response
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Confirmable and Non-Confirmable Mode
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CoAP-HTTP Proxy
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CoAP Functionalities

● URI
● GET/POST/PUT/DELETE
● Content type support – XML, JSON
● Built-In Discovery
● Multicast support
● Asynchronous message exchanges 
● Designed to be extensible
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CoAP Message Format
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