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Edge Computing

Far edge: sensor/IoT, human
– very limited networking
• The “edge”
– local compute, storage
– 1 hop to far edge, Internet connected
• Local cloud
– Collection of edge nodes
• Centralized cloud
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Edge Computing

far-edge (data gen: sensors, actuators, cars, robots, human)
->  near-edge (carried: phones, tablets, wearables)

->  localized (infra: one-hop server)
-> micro-DC (infra: close-by resources, fog)

-> geo-distributed-edge (infra: WAN)
-> central-cloud (infra: WAN)

• Notion of far/near edge, localized/micro-DC may be blurry
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Why the Shift?

Centralization => Dispersion
• Reasons

– Proximity/latency: highly responsive cloud services/applications (e.g. AR, VR, 
   cognitive assistance)

• Low latency, high b/w, low jitter
– Scalability via edge analytics

• Local processing of high b/w sensors (e.g. cameras, cars)
– Privacy enforcement

• First point of contact between far edge and system
– Masking cloud outages
– Sheer volume of edge resources and far edge IoT devices (~ 50 billion things)



Spring 2023
Cloud and Edge Computing

Instructor : Dr. Bibhas Ghoshal   

Edge Evolution

Why Now?

Networking: SDN/NFV, Ultra-low-latency, 5/6G
• Computing power: smartphones, wearables, etc.
• Explosion of data at the edge

  From Just a Data Producer to Data Consumer and Producer
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Edge Computing Models

Mobile offloading: face recognition (lat and energy)

• Cloud offloading: shopping cart updating (lat)
• Edge data processing: localized data analytics

– Local search (e.g. lost child) => lat
– Filtering (e.g. remove faces) => privacy, b/w
Aggregation (e.g. combine data) =>b/w
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Challenges

Technical : 
All the usual problems with dispersion
– reliability, naming, programming, naming, heterogeneity, scalability

• Algorithms, systems for collective control
and sharing of edge resources
• Runtime infrastructure: edge services
• Complexity management
• Weaker security perimeter

Non-Technical :

• Edge infrastructure: who provides it?
• Edge business case: who funds it?
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Cloud Offloading

Rich, interactive applications are emerging in mobile context

• Apple’s Siri, AR apps
• Wearable devices

Cloud offloading
• These applications are too expensive to run on clients alone!
• Offload computation to a back-end server at cloud

Today’s remote cloud is a suboptimal place; high latency and limited bandwidth
Optimize for user’s attention
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Cloudlet as Nearby Offload Site

Cloudlet: a nearby offloading site dispersed at the edges of the Internet
->  Let’s bring the cloud closer!

How to launch a custom back-end server at an arbitrary edge?
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Cloudlet 

Focus on Deployment and Infrastructure
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Challenges 

• To make this viable and scalable, we need an edge infrastructure (maybe 
3 rd party)

– Wide-area: think mobiles and travel
– Shared: multiple apps running on the edge
– Enable any apps in any language in any OS + software libraries, etc.
– Robust

• Secure
• Disconnected fallback

• Need to encapsulate apps in VMs
• Granularity?
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Options

• Static provisioning
– Store all possible VMs on the edge nodes
– Feasible?
– Advantages?

• Dynamic provisioning
– Issues?
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Just In Time Provisioning

1. Support widest range of user customization including OS, language, and library
2. Strong isolation between untrusted computations
3. Access control, metering, dynamic resource management, …
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VM Synthesis

VM Synthesis: dividing a custom VM into two pieces

1) Base VM: Vanilla OS that contains kernel and basic libraries

2) VM overlay: A binary patch that contains customized parts
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Steps for VM Synthesis
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Application Overlay
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Cloudlet based code offload
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VM Synthesis Baseline Performance
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Overview of Optimizations

  1. Minimize VM Overlay

  2. Accelerate VM Synthesis
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Deduplication

  Approach

• Remove redundancy in the VM overlay
– problem: same bits in base VM and VM overlay but in different locations in the 

     respective images => delta fails

• Sources of redundancy 

Within base VM
• Shared library copied from base disk
• Loaded executable binary from base disk

Between VM overlay’s memory and disk
• Page cache, disk I/O buffer
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Deduplication

1. Get the list of modified (disk, memory) chunks at the customized VM (delta)

2. Perform deduplication to reduce this list to a minimum

Compare to 1) base disk, 2) base memory, 3) other chunks within itself

Compare between modified memory and modified disk
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Dedup Results
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Reduce Semantic Gap
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Overview of Optimization
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Pipelining
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Early Start
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